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1. Purpose of the Agreement

This agreement has been developed to:

· Define the specific purposes for which the signatory agencies have agreed to share information.

· Describe the roles and structures that will support the exchange of information between agencies.

· Set out the legal gateway through which the information is shared, including reference to the Human Rights Act 1998 and the common law duty of confidentiality.

· Describe the security procedures necessary to ensure that compliance with responsibilities under the Data Protection Act and agency specific security requirements.

· Describe how this arrangement will be monitored and reviewed. This should be on an annual basis. A suggested agenda is available from the ISSU.

The signatories to this agreement will represent the following agencies/bodies:

· Bromley Borough Police

· Bromley Youth Offending Team


2. Specific Purpose for Sharing Information

The Metropolitan Police Service (MPS) values and behaviours direct us to work together with all our citizens, all our partners and all our colleagues. Effective information sharing partnerships can deliver significant benefits, it supports MPS strategies and objectives surrounding vulnerable victim groups and reducing crime.

This proposal sets out to change the strategy for sharing victim contact details between Bromley Borough Police and Bromley Youth Offending Team (YOT). It seeks to formalise the position, standardising the approach and detailing the process by which Victim Contact Information is passed from Bromley Borough Police to nominated non-Police YOT members.

In addition the purpose is also to specify when and how the data can or will be used by the YOT.

Objectives of the Partnership

The objectives of the partnership are to provide effective partnership working in order to enable the Restorative Justice Officers to perform the necessary duties in accordance with the Police Officer's instruction, namely to contact, interview and ascertain the victim's views on Restorative Justice upon the young offender.

This agreement will allow the designated Restorative Justice Officer within the YOT to operate as first point of contact for the YOT to the victim. It will now streamline the process by collecting these details direct from the Victim Support Desk in the Crime Management Unit at Bromley Police Station. The Code of Practice for Victims of Crime, which governs the provision of services for victims of criminal conduct within the Criminal Justice System, will be complied with by the YOT staff, who will have regular contact with victims.

MPS Benefits & Partner Agency Benefits

The benefit to the MPS is effective and efficient use of resources and compliance with the Code of Practice for Victims of Crime.

The YOT benefit by being able to undertake a role specifically given to them by the Youth Justice Board.

An overall benefit to both is that the victim gets a better service and is kept informed of what is happening with the case. They are also involved in the Youth Justice System and are able to give their view for reports to the courts.

Citizen Benefits

The protocol is aimed at supporting victims of crime committed by young people between the age of 10 and 17 yrs inclusive. The Youth Justice System is set up so that the YOT have to consult and engage with victims in order to make the process restorative.

This means that the YOT have to contact victims of crime, the details being obtained from Police, and involve them in the process of diverting young people from crime. The YOT are set targets by the Youth Justice Board to engage with victims. This involvement repairs the harm caused to victims and allows them to return to their normal lives, it also highlights to the young person the harm they have caused.

This restorative process has been shown in scientific studies to be effective and best practice (see Key Elements of Effective Practice, Restorative Justice, Edition 1, Youth Justice Board 2002).

How this Information Sharing Arrangement will Further those Objectives

In line with the principles of the Data Protection Act 1998, it is proposed that the sharing of victim information will only occur when and where necessary to achieve the legitimate aim or objective, e.g. to meet the aims of the Crime and Disorder Act 1998, as per this proposal.

Having examined these issues, the proposal clearly is defensible for Police to share victim contact details with non - Police YOT staff.

Currently many Police Forces around the country already share 'Victim Contact Details' with YOTs via the seconded Police Officer(s).

This, for some time, has caused difficulty in a number of ways:-

· The information can only be obtained when the Police Officers are on duty.

· Tended to put additional workload on the Police Officer responsible for carrying out this particular function, in addition to their regular duties within the YOT environment.

· The current system of the Police Officer having to contact victims first and get their informed consent to their details being passed to non -Police YOT staff, is a duplication of work as that officer spends time explaining the youth justice system and how the victim can interact with it. This piece of work should be the responsibility of the YOT Restorative Justice Officer.

Information to be Shared

The following youth crime victim data shall be disclosed for the sole purpose of enabling the YOT Restorative Justice Officer to discharge his/her duty in offering support to, and obtain the views of, the victim, and establish willingness to participate in reparation or other scheme:

· Victim Name

· Victim Address

· Victim telephone number

· Victim Age

· Victim Sex

· Victim relationship to offender

· Victim Personal Statement

· Vulnerability Marker with relevant details

The YOT Restorative Justice Officer will undertake to contact the victim of a crime committed by a youth offender to ensure he/she is informed of the nature of the service and its benefits to the young offender, the community at large and most importantly the victim. The victim can then make an informed decision regarding further participation.


3. Legal Basis for Sharing and what Specifically will be Shared

1. First Principle

The first data protection principle states that data must be processed lawfully and fairly.
1.1 Lawfully

A public authority must have some legal power entitling it to share the information.
INDICATE: the primary legal power you are invoking to share this information.
YOTs are a statutory creation and have a specified membership, specific funding and a specified function. This makes each YOT, for information sharing purposes a separate legal entity. YOTs therefore operate within a confidential environment of their own and are bound by the common law duty of confidentiality and the Data Protection Act 1998, to carry out their functions under the Crime and Disorder Act 1998.

Whilst the details of a youth at risk of offending can be disclosed to the YOT under Section 115 of the Crime and Disorder Act, and is compliant with the Data Protection Act 1998, the situation for youth crime victim data is different. The MPS is not able to automatically justify the disclosure of youth crime victim data in the same way as offender data.

The statutory power to share victim data with the YOT is expressed through Section 54 of the Domestic Violence, Crime & Victims Act 2004. This provides for the disclosure of information in compliance with the Victims Code of Practice introduced in Section 32 of the same Act. The Victims Code of Practice governs the services to be provided to victims of criminal conduct throughout the Criminal Justice System and by relevant authorities. Point 5.27 states.

'In cases where the perpetrator of relevant criminal conduct is under the age of eighteen, the Police must pass the victim's contact details to the YOT (unless the victim asks the Police not to) to enable victims to have access to reparation or other Restorative Justice type initiatives'. Therefore if victims do not contact or inform the Police with refusal of consent it is shown victim contact information must be shared.

1.2 Duty of Confidence

If the service has received any information in confidence, you almost certainly have a Duty of Confidence towards the data subject.
INDICATE: How any duty of confidence might be overridden
There is an expectation when an individual reports a crime to the Police that the Police will use and, if needed, share some of that information in an appropriate and proportionate manner necessary to investigate that crime or reduce crime generally.

The restorative process has been shown in scientific studies to be effective and best practice in highlighting to the young person the harm they have caused and is thus seen as an effective tool in reducing cases of re-offending (see Key Elements of Effective Practice, Restorative Justice, Edition 1, Youth Justice Board 2002).

This would negate a presumption of confidentiality and allow the information to be shared. As the sharing of information is under the compulsion of a legal obligation, namely Domestic Violence, Crime & Victims Act 2004, any Duty of Confidence that may exist will be over overridden.

1.3 Fair Processing

INDICATE: How you will comply with Fair Processing
A Fair Processing Notice is available on the MPS Intranet, is published on the external MPS Publication Scheme, and is also displayed within Police station front offices and custody suites.

This details -

. The identity of the data controller

a. If the data controller has nominated a representative for the purposes of the Act, the identity of that representative

b. The purpose or purposes for which the data is intended to be processed.

c. Any further information which is necessary, taking into account the specific circumstances in which the data are or are to be processed, to enable processing in respect of the data subject to be fair.

The notice states that personal information will be used for the purposes of 'Policing' and also states that the MPS may share this information with a variety of other agencies for the purposes of Policing.

1.4 Legitimate Expectation

An individual's expectation as to how information given to a public body will be used will be relevant in determining whether the first data protection principle has been complied with.

INDICATE: how the information sharing arrangement is consistent with the legitimate expectations of the data subject.
Most policing information given to the Police carries with it a legitimate expectation by the provider of the information that it will be used for legitimate policing purposes. The sharing of information within the terms of this agreement satisfies the expectation that Police information will be used for the purposes of crime reduction and prevention as well as the maintenance of public safety.

Details of this and most other non-sensitive information sharing agreements will be published in line with the requirements of the Freedom of Information Act 2000, on the MPS Publication Scheme. This will also allow members of the public to understand how their personal information may be used by the MPS. This is in addition to the ready availability of the Fair Processing Notice mentioned above.

The Code of Practice for Victims has been prepared to provide information to victims about their treatment, and how their information is likely to be processed by organisations, within the Criminal Justice System. Within this code there is an explicit statement which shows victims information from crimes committed by offenders under eighteen will have their contact details passed by Police to the YOT for Restorative Justice purposes, unless they ask the Police not to do this.

1.5 Human Rights - Article 8: The Right To Respect For Private And Family Life, Home And Correspondence

There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others. 

INDICATE: how the Article 8 of the Human Rights Act is to be satisfied
In pursuit of a legitimate aim
The aim of this agreement is to support victims of crime committed by young people aged between 10 and 17 years inclusive. The Youth Justice System is set up so that the YOT have to consult and engage with victims in order to make the process restorative. This means that the YOT have to contact victims of crime, the details being obtained by Police, and involve them in the process of diverting young people from crime.

This process also supports the guidance in the Code of Practice for Victims brought into place by Section 32 to the Domestic Violence, Crime and Victims Act 2004.

Proportionate
The information to be supplied is proportionate for the needs of this agreement. The information is the minimum necessary for the purpose of enabling the YOT to contact the victim of crime.

Appropriate and necessary to a democratic society
Supporting law and order and working to improve its effectiveness and the public confidence in it is an activity necessary to a democratic society.

1.6 Schedule 2, Data Protection Act 1998

In addition to the legal criteria set out above, the information sharing arrangement must satisfy at least one condition in Schedule 2 of the Data Protection Act in relation to personal data.

INDICATE: the Schedule 2 Condition(s) Satisfied
The data processing is necessary for:

The exercise of functions conferred under statute [5(b)] Namely the Domestic Violence, Crime and Victims Act 2004 through the Victims Code of Practice.

1.7 Schedule 3, Data Protection Act 1998

If the information is "sensitive" (that is, where it relates to race, ethnic origin, political opinions, religion or belief system, membership of a trades union, physical/mental health or sexual life, the commission or alleged commission of any offence, proceedings relating to the offence) you must satisfy at least one condition in Schedule 3.

INDICATE: How the Schedule 3 Condition is satisfied
Normally no sensitive information will be shared for the purposes of this agreement. However in circumstances where the victim has been flagged as a vulnerable or intimidated victim and relevant details are passed to the YOT this information is likely to be of a "sensitive" nature, as classified in the Data Protection Act.

The provision for the release of "sensitive" information is created where the power to do so is conferred under enactment. In this case the Domestic Violence, Crime & Victims Act 2004 and identified in section [7] of the Data Protection Act as shown below.

The processing is necessary (a) for the administration of justice, (b) for the exercise of any functions conferred on any person by or under an enactment, or (c) for the exercise of any functions of the Crown, a Minister of the Crown or a government department. [7]

2. Second Principle

Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

INDICATE: how the agreement complies with the second data principle
This information to be shared under this agreement was originally obtained for policing purposes. Sharing this information with a third party, in this case with the YOT, will not result in the information being processed in any manner contradictory to that purpose.

3. Third Principle

Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.

INDICATE: how the agreement complies with the third data principle
The following victim data shall be disclosed:

· Victim Name

· Victim Address

· Victim telephone number

· Victim Age

· Victim Sex

· Victim relationship to offender

· Victim Personal Statement

· Vulnerability Marker with relevant details

These fields of data are the minimum required for the YOT Restorative Justice Officer to contact the victim and offer Restorative Justice services. No other information will be disclosed.

4. Fourth Principle

Personal data shall be accurate and, where necessary, kept up to date.

INDICATE: how the agreement complies with the fourth data principle
This information comes from MPS corporate systems and is subject to our normal procedures and validations intended to ensure data quality. The information is static (provided as a one-off) and it will be the responsibility of the new data controller (the YOT) to maintain it in future.

5. Fifth Principle

Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.

INDICATE: how the agreement complies with the fifth data principle
The information will be kept securely for the period of time that it takes the victim to make their decision regarding participation in the Restorative Justice process and will then be destroyed.

6. Sixth Principle

Personal data shall be processed in accordance with the rights of data subjects under this Act.

INDICATE: how the agreement complies with the sixth data principle
· Partners to this arrangement will respond to any notices from the Information Commissioner that impose requirements to cease or change the way in which data is processed.

· Partners will comply with subject access requests in compliance with the relevant legislation.

· The MPS reserves the right to withdraw right of use of the data at any time.

7. Seventh Principle

Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

INDICATE: how the agreement complies with the seventh data principle
Measures to satisfy the Seventh Principle are detailed in the Baseline Security Assessment document - prepared as part of the development of this agreement and included in the final section of the purpose specific agreement,

"Description of Arrangements including security matters".

8. Eighth Principle

Personal data shall not be transferred to a country or territory outside the European Economic Area, unless that country or territory ensures an adequate level of protection of the rights and freedoms of data subjects in relation to the processing of personal data

INDICATE: how the agreement complies with the eighth data principle
The information is not intended for transfer outside the European Economic Area.


4. Description of Arrangements Including Security Matters.

	4.1
	Personal details of victims will be supplied by the MPS from the following system: Crime Reporting Information System (CRIS) from printouts.

	4.2
	Prior to releasing information to the YOT the victim will be assessed to decide if they will be flagged as a vulnerable or intimidated victim. This assessment of victim circumstance will be made prior to release of information, with the victim being assessed and categorised using the descriptions within the Code of Practice for Victims of Crime. The classification of the victim and relevant information, if appropriate, will be passed across to the YOT together with the victims contact details.

	4.3
	Access by Restorative Justice Officer will only be granted if each individual agrees in writing to the following limitations:

1. Restorative Justice Officer only use the data for victim contact, interview and in accordance with the YOTs Code of Practice. All personal data will be dealt with and stored in a secure environment separately from the offender's data.

2. Victim Support Workers must be made aware of their obligations under the Data Protection Act 1998; Computer Misuse Act 1990; Human Rights Act 1998; Official Secrets Act 1989 and any other relevant legislation relating to the obtaining and or the disclosure of personal data extracted from MPS systems, not in connection with their role, that would be an offence under legislation and where prosecution proceedings may be initiated. Restorative Justice Officers will sign and attest to their understanding of this agreement.

	4.4
	The youth crime victim data shall be disclosed for the sole purpose of enabling the YOT Restorative Justice Officer to discharge his/her duty in offering support to, and obtain the views of, the victim, and establish willingness to participate in reparation or other scheme.

The YOT Restorative Justice Officer will undertake to contact a youth victim to ensure he/she is informed of the nature of the service and its benefits to the young offender, the community at large and most importantly the victim. The victim can then make an informed decision regarding further participation.

Restorative Justice Officers only use the data for victim contact, interview and in accordance with the YOTs Code of Practice. All personal data will be dealt with and stored in a secure environment separately from the offender's data.

	4.5
	Business Continuity

	
	The information will be provided on a printout and will be held in securely locked filing cabinets. In the event of damage to the papers, the information will be able to be requested again from the MPS.

	4.6
	Confidentiality and Vetting

	
	All YOT personnel are vetted by means of a Criminal Records Bureau check.

However the value of the information they will access is Restricted and they need this information in order to carry out their work. The MetSec Code permits staff 'need to know' access to Restricted information even if they have not received minimum vetting.

	4.7
	Compliance

	
	The YOT accepts responsibility for ensuring that all agreed security agreements are complied with.

Any issues around compliance with the agreed security measures will form part of the annual review of this agreement.

	4.8
	Sanctions

	
	Non-compliance and/or breaches of security arrangements will be reported to the YOT Manager and will be dealt with in accordance with their disciplinary code.

Additionally, any security incidents, breaches or newly identified vulnerabilities will be reported to the Bromley Borough Police Inspector with responsibility for the YOT.

	4.9
	Training/Awareness

	
	The YOT Manager will make all of the YOT team members aware of the content of this agreement and their responsibilities under it.

	4.10
	Partner's Building and Perimeter Security

	
	The YOT is based in secured premises, which is accessed via Digibutton electronic locks.

	4.11
	Storage of Papers

	
	Paper documents will be handled in accordance with the rules as defined for Restricted material and stored in a locked cabinet with access limited to those with a genuine 'need to know'.

	4.12
	Storage of Information on Partner's System

	
	The information will be kept separately from the offender's details, in a locked filing cabinet within a locked room. No details will be put onto any electronic or computer system.

	4.13
	Movement of Information (Physically)

	
	The data will be extracted from CRIS and will be collected from the Bromley Crime Management Unit by authorised YOT personnel.

	4.14
	Movement of Information (Electronically).

	
	No information will be passed electronically.

	4.15
	Disposal of Electronic Information

	
	No information will be passed electronically.

	4.16
	Disposal of Papers

	
	All paper records will be handled in accordance with the rules as defined for Restricted material and destroyed by shredding and disposal in YOT sensitive waste sacks.

	4.17
	Review of agreement

	
	This agreement will be reviewed annual to ensure that it is still fit for purpose.

	4.18
	Requests made under the Freedom of Information Act 2000

	
	In the event of receiving a FOIA request, both parties to this arrangement agree to abide by the process outlined at Appendix A.



5. Agreement to Abide by this Arrangement

The agencies signing this agreement accept that the procedures laid down in this document provide a secure framework for the sharing of information between their agencies in a manner compliant with their statutory and professional responsibilities. As such they undertake to:

· Implement and adhere to the procedures and structures set out in this agreement.

· Ensure that where these procedures are complied with, then no restriction will be placed on the sharing of information other than those specified within this agreement.

· Engage in a review of this agreement with partners after six months and annually thereafter.

We the undersigned agree that each agency/organisation that we represent will adopt and adhere to this information sharing agreement:
	Agency:
	 
	Agency:
	 

	Post Held:
	 
	Post Held:
	 

	Name:
	 
	Name:
	 

	Signature:
	 
	Signature:
	 

	Date:
	 
	Date:
	 



Appendix A

Summary/Purpose

Appendix outlining the procedure to be followed if receiving an 'interagency' Freedom of Information Act (FOIA) request.

Normal practice will be to make all information sharing agreements available on the MPS Publication Scheme. In the event that any of the parties to this agreement receives a request for information made under the Act that relates to the operation of this agreement. Where applicable, they will observe the Code of Practice made under S.45 of the Freedom of Information Act 2000.

The Code of Practice contains provisions relation to consultation with others who are likely to be affected by the disclosure (or non-disclosure) of the information requested. The Code also relates to the process by which one authority may also transfer all or part of a request to another authority if it relates to information they do not hold.

End
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