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1.
Policy Scope

This policy applies to all council staff, contractors, third parties and elected members who process the council’s information assets.  The purpose of this policy is to ensure that the data subject’s rights in relation to the subject access provision of the Data Protection Act 1998 are processed in a consistent way.
This policy contains guidance on the requirements of the Data Protection Act 1998 (referred to as “the Act”). 

2.
Policy Objectives

The objectives of this policy are to;

· Ensure that staff, contractors, third parties and elected members are aware of their responsibilities when responding to request for information 

· Ensure that a clear process is in place for responding to subject access requests

· Ensure that the council handles subject access requests in line with legislative requirements as set out in the Data Protection Act 1998 and good practice guidance
· Promote transparency in the way the council handles personal information
· Improve public confidence in the way the council deals with requests for information under the subject access provision
3.
Subject Access Overview 
Part 7 of the Data Protection Act gives individuals certain rights in relation to their personal data held by the council.  One of these rights is the right to view or obtain copies of personal information relating to them, to find out what data the council hold about them and with whom the data is shared.

The request to view or obtain copies of personal data is commonly known as a Subject Access Request (SAR).  The individual, known as the data subject, can exercise these rights by making a request to the council in writing. To help identify a SAR see Appendix 1.
4.
Subject Access Requests and Social Media

A request for information must be made in writing whether it is by letter, email or fax.  A SAR made via social media is also considered a valid request as long as it has been made via the councils official Twitter or Facebook accounts.

When a request is made in this way the council is entitled to satisfy the identity of the individual by requesting further information such as photographic ID or letters such as bank account statements or utility bills to the individual at the address given.

5.
Request Made on Behalf of Data Subject

The Act does not prevent third parties making a request on behalf of the data subject.  A third party requestor is usually a solicitor acting under instruction of their client but can also be another third party that the data subject wishes to act for them.
The third party will have to prove their entitlement to act on behalf of the data subject, this could be written, signed authority from the data subject or power of attorney.
Where the data subject is not deemed to have the mental capacity to manage their affairs it is reasonable to assume that either an attorney with authority to manage the data subjects finance or property or an individual appointed by the Court of Protection has the relevant authority to make a SAR on behalf of the data subject.  This authority must be proven by the third party.

6.
Requests for Information on Children

Information relating to children belongs to the child even if they are too young to understand the implications of SAR and make decisions about their information and how it is handled.  Just because they are either too young or do not have the mental capacity to make decisions about their information the information still belongs to them not any other individual such as a parent or guardian, however in these cases the child’s rights are usually exercised by an individual with parental responsibility.

Before responding to a third party request for information about a child you need to consider if they are acting on behalf of the child as in section 5 and the child has the mental capacity or is mature enough to understand their rights and has the relevant authority before you accept a third party request for information on the child’s behalf.
In all cases of request for information relating to a child consideration should be given to the child’s level or maturity, if there is reasonable belief that the child is mature enough to understand their rights then a response should be given directly to the child and not the parent.

In Scotland the baseline for maturity is 12 years old, however this will depend on the child and should be assessed on a case by case basis. The key thing to consider is whether the child is able to understand what it means to make a SAR and to be able to interpret the information they receive.  In borderline cases the key points should be considered;

• the child’s level of maturity and their ability to make decisions
• the nature of the personal data

• court orders relating to parental access or responsibility that may apply

• any duty of confidence owed to the child or young person
• any consequences of allowing those with parental responsibility access to the child’s or young person’s information. This is particularly important if there have been allegations of abuse or ill treatment;

• any detriment to the child or young person if individuals with parental responsibility cannot access this information; and

• any views the child or young person has on whether their parents should have access to information about them
7.
Scope of Information
The principles within this policy apply to all personal information held by Trafford Council Children, Families and Wellbeing (CFW) including but not limited to electronic records and e-mails, archived records, paper records, records which do not form part of a relevant filing system cat “e” data, CCTV, images.

“Personal information” is defined as information that relates to a living individual who can be identified from that information (or from any other information in the possession of CFW) held in any form.  Personal information includes professional opinion about the individual, staff are reminded to think before they write, as comments cannot be excluded from a subject access request because they may cause the council or the individual embarrassment.
“Accessible personal information” is defined as personal information held for any purpose in connection with the Trafford Children, Families and Wellbeing (CFW) function.

The Act places Trafford CFW under an obligation to give access to personal information (subject to the rules and exemptions set out in the guidance that follows) and also imposes obligations in respect of the accuracy and correction of recorded information.

For the purpose of the Act, it does not matter whether the information is recorded on the individual’s own file, someone else’s file or any other document held by CFW.

8.
General Third Party Information Rules
Where the requested information includes personal data relating to another individual (a ‘third party’), a decision needs to be taken whether to release the information to the applicant.

Information can be edited so as not to reveal the third party’s identity, using a process called redaction. Consent from the third party should be obtained before disclosing the information, where it is reasonable to do so.

The Act permits disclosure of information without the consent of the third party in certain circumstances.
In such cases, consideration needs to be given to:

· Whether the third party is owed a duty of confidence

· What steps have been taken to obtain their permission

· Whether the person is capable of giving consent

· Whether the third party has expressly refused consent

· Whether the information is of particular importance to the data subject

The European Court of Human Rights has ruled that in certain circumstances the individual’s right of access to information is so important that their rights override the third party’s right to confidentiality.

Legal advice should be sought if there are concerns about disclosure of third party information.

9.
Exempt Information

The Act permits exemption of certain kinds of information, and if one of these exemptions applies, CFW is not obliged to give the applicant access to it.

Risk of Serious Harm

Access can be refused to information that CFW considers would be likely to result in serious harm to the physical or mental health or emotional condition of an applicant or another person (including a CFW employee). CFW can only withhold the information that is likely to cause serious harm to the data subject.

Withholding information on this ground will be exceptional. It could apply where there is risk of child abuse or neglect or where the applicant has a mental health problem.

Legal Privilege

Information is exempt from access if, in legal proceedings, it could give rise to a claim to legal professional privilege. Where information contains advice from Trafford’s legal services, then they must be consulted as to whether access can be given to that information.
Prevention and Detection of Crime

Information is exempt from access if it is held for the purposes of the prevention or detection of crime or the apprehension or prosecution of offenders.

This applies both to information received from another organisation such as the Police and that held by CYPS itself e.g. in child abuse cases.

Adoption Records

The Act does not affect the existing restrictions on disclosure of adoption records contained in the Adoption Agencies Regulations 1983.

Statements under the Education Act 1982

The existing legislative provisions regarding disclosure continue to apply.

Court Statements and Reports

The parties, their legal representatives and the Guardian ad Litem are entitled to see most Court reports and statements. In the course of the proceedings, the Court may have given permission for other persons to have sight of the statements and reports filed in the proceedings. If the applicant does not come within one of these categories, he/she is not entitled to see the document.

Appendix 1

Handling requests for personal information (Subject Access

Requests)

1. Is this a subject access request?

Determine whether the person’s request will be treated as a routine enquiry or as a SAR. If you would usually deal with the request as standard practice, do so.

Examples of such requests might be:

• “I’ve lost my appointment letter, can you tell me when my next appointment is?”

The following are likely to be treated as formal subject access requests.

• “Please send me a copy of my records.”

• “I am a solicitor acting on behalf of my client and request a copy of his/her report. An appropriate authority is enclosed.”

If you are in any doubt how to respond, check with the Corporate Information Officer.

No Handle the query as standard practice.

Yes Go to question 2.

2. Do you have enough information to be sure of the requester’s identity?

No If you have good cause to doubt the requester’s identity you can ask them to provide any evidence you reasonably need to confirm it. For example, you may ask for further identification such as copy of driving licence. Once satisfied, go to 3.

Yes Go to 3.

3. Have you received the fee (£10)?

No Inform the requestor that you require the fee before you can proceed. Once the fee has been received, go to 4.

Yes Go to 4.

4. Does the requested information contain third party/non-disclosure information?

No Go to 5

Yes All third party or non-disclosure information should be redacted using a permanent marker and the document should be photocopied to make illegible. Go to 5
5. Are you obliged to supply the information?

There may be circumstances in which you are not obliged to supply certain information. Some of the most important exemptions apply to:

· crime prevention and detection;

· negotiations with the requester;

· information covered by legal professional privilege;

· Non Council originated documents. Unless consent has been obtained.

Inappropriate comments on CMS and emails are not valid exemptions. Bear this in mind when logging information.

No If all the information you hold about the requester is exempt, then you can reply stating that you do not hold any of their personal information that you are required to reveal.

Yes Go to 6.

6. Prepare the response

A copy of the information should be supplied in a permanent form with third party and non-disclosure information redacted, except where the individual agrees or where it is impossible or would involve undue effort. An alternative would be to allow the individual to view the information.
You have 40 calendar days to comply with a Subject Access Request.
Please ensure you update the Information Governance Officer with detail of all requests for information and details of decisions taken.
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