Subject Access Requests sign off procedure
Background:
In December 2015 CFS DMT agreed to fund posts in corporate I&T to manage the entire SAR
process. However CFS is responsible for agreeing the responses (sign off) and is accountable for
the final SAR file.
This accountability extends to assessing if the requestor needs counselling and liaising with the
legal team if the assessor thinks there may be litigation issues.
The process is for the signing off of closed cases only. With open cases, the Team Manager
responsible will assign an appropriate person to sign off the SAR.

The SAR team will be responsible for:









Receiving the SAR and recording this on Frameworki/Mosaic
Assessing the size of the SAR
Contacting the manager on the rota giving an estimate of the size of the SAR and the date
when it will be with them for sign off
Collating all the information as per the SAR request
o including contacting third parties
o liaising with the legal team as appropriate
Redacting information as appropriate
Assess if they think that the requestor will require support in receiving the information (this
is a rare event - learning needs, type of language used, etc.) and make recommendations
to the manager
Sending the redacted SAR in electronic format to the manager for sign off along with a
recommendation as to whether the requestor will need support
Sending out the SAR after it has been signed off

Please note that:


as the departments digital aspiration is to become paperless, paper copies will only be
provided for large SAR’s on request and/or where there is an identified need, for
example dyslexia



if the SAR team needs advice on a SAR, the next manager on the rota will be contacted
and that person will also be assigned to sign the SAR off

The department will be responsible for:






providing managers to sign of SAR’s
managers will allocate time to enable them to review and sign off
Managers to decide if they accept the need to support the requestor made by the SAR
team and if they do to speak to/write a cover letter/meet with the requestor
Sending back the signed off SAR to the SAR team
Line managers will allocate time for a de-brief on request

Response deadlines:
Each request will be assessed according to its size and the following time limits will be assigned.
This does not mean that it will take that amount of time to review a SAR.




Small: one lever arch file – to be signed off within 3 working days of being received by the
manager
Medium: two lever arch files – to be signed off within 5 working days of being received by
the manager
Large: 3 or more lever arch files – to be signed off within 10 working days of being received
by the manager

:
Appendices:
Appendix 1 – Buddy list of support to those new to the SAR signing off process
Appendix 2 – Rota of managers
Appendix 3 - Guidance for the signing off process

Appendix 1

Buddy List to support those that have not completed a SAR before

As at July 2017

Alison Street
Andrea Rowbothom
Andy Minshall
Angie Lymer-Cox
Caelan Coleflax-Chambers
Dawn Ballard
Emily Hannaby-Roberts
Helen Gronhaug
Jackie Nelson
Jill Bharkhada
Jo Hefferman

Joanne Searle
Judith Jones
Kelda Claire
Linzi English
Lynsey Mirfield
Sam Stone
Sandra Woodward
Sarah Gill
Sue Moseley
Val Coote
Wendy Collins

Appendix 2
Rota for Signing off Subject Access Requests.
As at July 2017

Alison Street

Joss Longman

Andrea Rowbotham

Judith Jones

Andy Minshall

Karen Spence

Angie Lymer-Cox

Katie Herbert

Ayshea Dolby

Kelda Claire

Bekki Morrison Cooper

Linzi English

Ben Marchant

Louise Pettitt

Caelan Coleflax-Chambers

Lynsey Mirfield

Carly Turner

Mark Goddard

Charles Paul

Martin Wilson

Chris Bolas

Michelle James

Claire Murr

Michelle Robinson

Dawn Ballard

Penny Pugh

Dawna Moffat

Rachel Lobel

Donna Smalley

Rachel Sharman

Ellie Lowe

Rebecca Watson

Emily Hannaby-Roberts

Rebecca Woollock

Graeme Swadling

Sam Stone

Gurjit Samra-Rai

Sandra C Woodward

Heather Hughes

Sarah Gill

Helen Bakewell

Sharon Lee

Helen Gronhaug

Stuart Cross

Hollie Mitchell

Sue Moseley

Jackie L Nelson

Sue P West

James Thornton

Terri Lowe

Jane Clamp

Val Coot

Jennie Wroe

Wendy Collins

Jill Bharkhada
Jo Hefferman
Joanne Searle

Appendix 3

Subject Access Requests
A guide to reviewing and redacting Children’s Social Care Files
What is subject access?
Subject access provides a legal right for individuals to request to see or have a copy of the
information held by the Council about them.
This includes the Council’s opinions about them and the intentions that the service has towards
them.
Your role is to review the file to ensure that the individual is given access to their information in a
controlled way, considering any harm or distress that could be caused, while ensuring that data
relating to others is safeguarded where it needs to be. On receipt of a SAR, we have 40 calendar
days to respond.
Who can make a request?
The request may be submitted by the individual themselves or by somebody (solicitor/family
member) acting on their behalf.
It is within the spirit of the Data Protection Act that we are as open and honest with our service
users as possible.
At the same time we also have a duty to ensure that we only provide information about the
individual (known as the data subject) and not release data about other people without their
consent or where it would be unfair to do so.
Subject access and children
Even if a child is too young to understand the implications of subject access rights, data about
them is still their personal data and does not belong, for example, to a parent or guardian.
It is the child who has a right of access to the information held about them, even though in the
case of younger children these rights are likely to be exercised by those with parental
responsibility for them.
Before responding to a subject access request for information held about a child, you should
consider whether the child is mature enough to understand their rights.
If you are confident that the child can understand their rights, then you should respond to the child
rather than a parent. What matters is that the child is able to understand (in broad terms) what it
means to make a subject access request and how to interpret the information they receive as a
result of doing so.
It might be useful to take the following in to account:
•
the child’s level of maturity and their ability to make decisions like this;
•
the nature of the personal data;
•
any court orders relating to parental access or responsibility that may apply;
•
any duty of confidence owed to the child or young person;
•
any consequences of allowing those with parental responsibility access to the child’s or
young person’s information. This is particularly important if there have been allegations of abuse
or ill treatment;
•
any detriment to the child or young person if individuals with parental responsibility cannot
access this information; and
•
any views the child or young person has on whether their parents should have access to
information about them.

In England there is currently no set age at which a child is deemed to have capacity to understand
a request to access their files made on their behalf by a parent/guardian.
In Scotland they use the age of 12 as being around the age a child could understand what it
means to access their files and what it would mean to give that information to a parent or
guardian.
However, all children are different and some may be competent to understand this process at 10
whilst others may not at 16.
We must be clear that providing access to a child’s file is always to be in the child’s best interests
and not to serve the interests of the parent or guardian. Estranged parents who are trying to
establish location or contact with children must do so through the proper court process.
If the data subject lacks capacity due to mental or physical disability, then we need to be sure that
the agent has appropriate legal power over their affairs.
The file contains other relatives details – what do I do?
In general, information from or relating to other people (including family members) should not be
released to the data subject without first seeking the view/consent of that person.
However we only ask for consent to release information when it is solely about that person and not
also about the data subject.
It is your responsibility to contact any private third parties to seek their consent.
We need to distinguish between a relative’s personal information and information about that
relative that is simultaneously information about the data subject that we wish to release.
E.g. “The child was voluntarily accommodated as mum was unable to cope due to post natal
depression” could be edited as follows:
“The child was voluntarily accommodated as mum was unable to cope due to post natal
depression“
Or
“The child was voluntarily accommodated as mum was unable to cope due to post natal
depression”.
In balancing the data subject’s right to know with Mum’s right to privacy, disclosing in line with the
second option provides a context that would probably have been shared through life story work
without disclosing Mum’s mental health issues.
Foster Carers
Again we need to distinguish between factual information provided by carers in their role as agents
for the Council and personal opinions/information they would provide in the same way that a
relative might.
E.g. Last night the young person returned home drunk which felt like a slap in the face
We delete the personal view of the foster carer as to how they felt.
Last night the young person returned home drunk which felt like a slap in the face.

If the foster carer subsequently told the young person how they felt, the subsequent statement
could be released e.g.‘I told … that it felt like a slap in the face’.
There are lots of staff names should they all come out?
No – individuals will routinely know the names of any professionals who have been involved in
their care, so the names should stay in. The only exception to this is where disclosing the names
would put the staff members at risk of harm.
Professional 3rd parties- what can I release?
Most individuals who are receiving support from Social Care will have a number of professionals
working with them and details will be recorded in the care file.
If the professional is stating facts already known to the individual (e.g. within a joint meeting they
attended, or letters from medical professionals that they received a copy of) then the information
should be provided.
However, where a third party is giving an opinion then this would not normally be released without
their consent.
An example of this could be
I met with Miss X today and we discussed how much she was drinking, she confirmed that she is
still having around 30 units per week. I have advised her that I will be letting you know about our
meeting and the support plans we will be offering - this is fact and known by the individual so
should be released without seeking the professional’s consent.
I met Miss X today and although she denied it, I feel that she is still drinking a considerable
amount. I just thought you should know – this is an opinion and consent should be sought from the
professional.
In such situations the SAR team will contact the professional for their consent to release but
please note that if they do not respond or do not consent you still need to consider whether it is
reasonable to release the information, particularly if this opinion has in anyway affected how the
service has dealt with the person.
Information from health professionals
Where the disclosure of information relating to the individuals mental or physical health is likely to
cause them harm, or may cause harm to another person then this should not be provided without
the consent of the health professional.
For example
A service user suffering from depression has a psychotic episode whilst in a treatment centre;
during this episode they accused staff members of abusing them and taking pictures. They had to
be sedated and restrained as they attempted to harm another patient.
Due to their illness the data subject may have no awareness of such an episode, and indeed those
treating them may not provide any detail if, in doing so, it would regress the patients mental state
once they regained lucidity.
In such circumstances the SAR will contact the health professional to seek their consent to
disclose.
Police Information

The Police should be treated as a professional third party as detailed previously.
It is worth being aware that information can be withheld if providing it would prejudice the
prevention or detection of a crime or the apprehension of an offender.
So, if there is anything in the file which may indicate that the Police are gathering information on
someone with the view to taking action then their consent should still be sought but it is almost
certain that this should be redacted.
What if releasing information could stop me providing social care to the individual?
In some instances, it may be that information held for social work purposes can be withheld if
releasing it would prejudice the ability to carry out social work: this is because there is a likelihood
of serious harm to the individual or another person arising out of the release of the information.
So for example, if there is information within the file which you consider may cause the individual
to stop wanting to engage with social services and this could significantly harm them or any
relatives within their care then you can consider withholding for those reasons.
However, in withholding information, you must consider what impact that will have – will the
service user disengage if they feel you are withholding information?
Could you manage the situation differently by working with the individual to understand why
actions were taken in that way?
The key is to think whether there is a real quantifiable risk of serious harm in releasing the
information.
Legal privilege
Where legal advice is sought from either internal or external legal professionals and this is
recorded within the file, this information is subject to legal privilege and should not be disclosed.
However a general discussion with legal advisors that does not involve actively seeking “legal”
advice may not warrant this exemption.

